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Guidance Notes

These templates are provided to enable leaders working in education settings to explore and address a range of potential risks identified when using online learning, communication tools, digital systems, social media, AI-enabled tools or other online services. These suggestions are not exhaustive and should be adapted according to the tool, system, service or platform being considered and the specific context of the setting.

[bookmark: _Toc142034506]Risk assessments
· Risk assessments should, where possible, be carried out and/or reviewed by technical, safeguarding and educational staff. 
· Risk assessments should be considered by the Designated Safeguarding Lead (DSL) and Data Protection Officer (DPO) and approved by a member of the setting’s senior leadership team. 
· Where a tool, system, service or platform includes generative AI or AI-enabled functionality, settings should consider whether additional AI-specific checks are required before use.

[bookmark: _Toc142034507]Points to consider
· Settings should ensure that appropriate filtering and monitoring systems are in place to protect learners when they are online using setting-provided IT systems and devices. 
· If the aim is to engage learners, settings should, where possible, explore official channels and systems first, such as the settings website or existing education packages, before using public domain social media tools or other externally hosted services. 
· An evaluation of privacy and data security should include consideration of the service’s policies and terms for suitability, including minimum age, privacy settings, data processing arrangements, account deletion and how users can interact with the provider. 
· It is important for settings to understand what personal data is collected by services and tools, and to ensure that use is in line with privacy and data protection requirements, and legislation. This may include considering how data is used, whether data is shared with third parties, whether there is an audit trail, and whether activity can be linked back to a real identity. 
· When new software, systems or processing activities are implemented, there should be a clear process in place to inform the DPO and ensure this is done compliantly. It may be necessary to carry out a separate Data Protection Impact Assessment (DPIA) prior to use. Additional guidance and templates are available from the ICO and on Kelsi GDPR guidance. 
· Content suitability should be based on an assessment of the intended audience, the purpose of use, the age and needs of learners, the type of content that can be accessed or generated, and the impact of introducing high bandwidth services onto the setting’s network. 
· Settings should consider whether the tool, system, service or platform includes advertising, profiling, personalised recommendations, user-generated content, direct messaging, livestreaming, public comments, AI-generated content or other features which may affect suitability for education use. 
· Settings will need to amend relevant policies to ensure any new use is reflected and that decisions and expectations are clearly communicated to staff, parents/carers and learners as appropriate. 
· Settings should be mindful of using services which are compliant with the Online Safety Act. Ofcom provides a range of guidance and information for services, industry and consumers. 
· Risk assessment should be supported by age and developmentally appropriate education for learners. Where a tool, system, service, platform, social media channel or AI-enabled service is introduced, settings should consider what learners need to know in order to use technology safely, respectfully and responsibly. This may include how to evaluate online information, recognise persuasion and manipulation, understand acceptable and unacceptable online behaviour, identify online risks, manage privacy and personal data, understand age restrictions, and know how and when to seek support. 
· Settings should consider the relevant DfE cyber security standards when assessing any tool, system, service or platform, particularly where it involves user accounts, personal data, third-party access, software updates, authentication, permissions, backups or integration with existing systems.
· Risk assessments should be reviewed following any significant updates to the tool, system, service or platform; changes to terms, privacy arrangements or functionality; safeguarding or data protection concerns; incidents or complaints; changes in guidance; or changes to the intended audience or use.

Appropriate filtering and monitoring 
Under their responsibilities as outlined in the Prevent Duty, schools and education settings are required “to ensure children are safe from terrorist and extremist material when accessing the internet in school, including by establishing appropriate levels of filtering”. Furthermore, the Department for Education’s (DfE) statutory guidance ‘Keeping Children Safe in Education’ requires schools and colleges to ensure appropriate filters and appropriate monitoring systems are in place and that their effectiveness is regularly reviewed. Schools and colleges should be doing all that they reasonably can to limit children’s exposure to online risks from the school or college IT system, while being careful that “over blocking” does not lead to unreasonable restrictions on what children can be taught with regard to online teaching and safeguarding.

The appropriateness of filters and monitoring systems is a matter for individual settings. Decisions about what is appropriate will be informed by the risk assessment required by the Prevent Duty, and will depend on the IT systems, the setting’s specific risk profile, the age range and needs of children, the number of children, any children who may be more vulnerable to harm, and how often children and staff access the setting’s devices and IT systems.

The UK Safer Internet Centre has published guidance on what “appropriate” filtering and monitoring might look like. DSLs and leadership staff should ensure they are familiar with this guidance and its implications. 

To support schools and colleges to meet their requirement, the DfE has published filtering and monitoring standards which set out that schools and colleges should: 
· identify and assign roles and responsibilities to manage filtering and monitoring systems.
· review filtering and monitoring provision at least annually. 
· block harmful and inappropriate content without unreasonably impacting teaching and learning.
· [bookmark: _Int_nPsvvCuK]have effective monitoring strategies in place that meet their safeguarding needs.

Schools can use the DfE ‘plan technology for your school service’ to self-assess against the filtering and monitoring standards and receive personalised recommendations on how to meet them.

Filtering and monitoring arrangements should be considered when any new tool, system, service or platform is introduced. This includes considering whether filtering can prevent access to illegal, inappropriate or potentially harmful content in a range of formats, including text, images, audio, video and AI-generated content. Monitoring arrangements should also be considered where relevant, including how concerns, reports or alerts will be reviewed and escalated in line with safeguarding procedures. The DfE filtering and monitoring standard describes filtering as preventative and monitoring as reactive, including monitoring activity and generating reports or alerts about illegal, inappropriate or potentially harmful activity.

In 2023, the UK Safer Internet Centre on behalf of the DfE carried out a series of webinars regarding schools/colleges filtering and monitoring responsibilities. The recordings of the webinars, along with supporting information, guidance, services and tools (including a checklist) are available on the SWGfL website. The UK Safer Internet Centre has also published ‘Filtering and monitoring – Questions for governors, proprietors and trustees’.

Generative Artificial Intelligence (AI)
Generative AI and AI-enabled tools may offer benefits for education settings, including supporting staff workload, accessibility, administrative tasks, content creation and learning support. However, use must be carefully considered, risk assessed and aligned with safeguarding, data protection, equality, intellectual property, curriculum, assessment and cyber security responsibilities.
Before using generative AI tools, especially where access is learner-facing or where staff or learner data may be processed, settings should consider whether the tool is suitable for the intended purpose, age group and educational context. This should include reviewing the tool’s stated purpose, intended users, terms of use, privacy information, data processing arrangements, security controls, filtering and moderation, monitoring and reporting functions, complaints and escalation routes, and whether outputs may be inaccurate, biased, misleading, harmful or inappropriate.
The DfE’s Generative AI: product safety standards are mainly intended for edtech developers and suppliers, but schools and colleges may also find them helpful when considering whether AI products are safe for use in educational settings. Settings should therefore use them as part of their wider assessment of AI-enabled tools, while recognising that some requirements will need to be evidenced by suppliers and developers. The standards include expectations relating to stated purpose, filtering, monitoring and reporting, security, privacy and data protection, intellectual property, design and testing, governance, and cognitive development. 
Where information about privacy, data use, AI functionality, filtering, moderation, security controls, age suitability or safeguarding escalation is unclear, settings should seek further information from the supplier/provider before use and record the response as part of the risk assessment.
Settings should ensure that AI use is reflected in relevant policies, such as safeguarding and child protection, acceptable use, data protection, behaviour, curriculum, assessment and staff conduct policies. Staff and learners should receive clear guidance about safe, responsible and proportionate use, including expectations around checking accuracy, protecting personal data, respecting intellectual property, avoiding over-reliance, maintaining academic integrity and seeking help if AI-generated content or interactions raise a concern.
Where AI tools include chatbot-style interaction, personalisation, automated feedback, image/video generation or other learner-facing functions, settings should consider whether additional controls are required. This may include supervision arrangements, age suitability checks, filtering and moderation, clear reporting routes, limits on what information can be entered, and review arrangements to ensure the tool remains safe, suitable and effective.
For more information, settings should refer to:
· Generative AI in education: GOV.UK
· Generative AI: product safety standards: GOV.UK
· Using technology in education: GOV.UK collection
Social media
Settings should keep under review national developments relating to children’s access to social media and other online services. Government proposals published in July 2026 set out plans to restrict access to certain social media platforms for children under 16, with implementation expected from Spring 2027. The proposals also indicate that some high-risk features, such as livestreaming and communication from unknown users, may be restricted for under-18s on other online services. Settings should consider these developments when assessing whether social media platforms or similar services are appropriate for use with learners, and should continue to check age requirements, platform terms, privacy settings, safeguarding controls, reporting routes and safer education-specific alternatives.
When considering the use of social media, settings should be clear about the purpose of use, the intended audience, who will manage or moderate the account, what content will be shared, how comments or messages will be managed, and how concerns will be reported and escalated. Settings should also consider risks relating to contact from unknown users, public visibility, tagging, sharing, livestreaming, direct messaging, advertising, misinformation, harmful content, reputational harm, data protection and consent.
Where social media or similar online services are used for communication, engagement or learning, settings should ensure that relevant policies and expectations are up to date and communicated to staff, learners and parents/carers as appropriate. This may include acceptable use, social media, image use, safeguarding and child protection, behaviour, data protection, staff conduct and communications policies.
Useful tools and resources
Settings may find the following tools and resources helpful:

· DfE Plan technology for your school, to support self-assessment against digital and technology standards. 
· DfE Filtering and monitoring: core standard, which explains filtering, monitoring and the four expected standards. 
· DfE Cyber security: core standard, which supports schools and colleges to strengthen cyber security and manage user account controls. 
· DfE Cyber Security Hub, which provides practical support linked to the DfE cyber security standards, including cyber risk assessment, cyber awareness, securing technology and data, managing user access, backups and reporting cyber-attacks. 
· LESAS provides content on Kelsi for Kent-specific online safety guidance, policy templates, training information and local support. 
· UK Safer Internet Centre, for online safety guidance, resources for education settings, appropriate filtering and monitoring guidance, and professional support services. 
· LGfL safeguarding includes online safety audit tools, filtering support, AI policy resources, parent resources, template policies and training materials. 
· NEN Online Safety signposts schools to national online safety resources. 
· UKCIS Education for a Connected World, which describes digital knowledge and skills children and young people should have the opportunity to develop at different ages and stages. 
· DfE Generative AI: product safety standards, to support assessment of AI products used in education settings. 
· DfE Teaching online safety in schools, which supports schools to teach online safety through existing curriculum requirements.

Disclaimer and copyright

The prompts, suggested actions and colour indicators in these templates are intended to support professional discussion and local decision-making. They should not be treated as completed answers or as a substitute for a setting-specific risk assessment. Settings should consider the specific tool, system, service or platform; intended audience; age and needs of learners; available safeguards; technical controls; local policies; staffing capacity; and advice from the DSL, DPO, technical staff or leadership team before recording their own decision, actions and rationale.

This document was last reviewed in August 2026. The Kent County Council LADO Education Safeguarding Advisory Service makes every effort to ensure that the information in our templates is accurate and up to date. If errors are brought to our attention, we will correct them as soon as practicable. However, ultimate responsibility for ensuring that policies, procedures and risk assessments are appropriate, lawful and effective remains with the individual education setting and its leadership team. Settings should seek appropriate advice, including legal, data protection, safeguarding or technical advice, where required.

The copyright of these materials is held by Kent County Council. Schools, colleges and other education settings that work with children are granted permission to use and adapt all or part of the materials for their own not-for-profit purposes, provided that Kent County Council copyright is acknowledged and the materials are not sold or used for commercial gain.


[bookmark: _Toc142034509]Considerations to Explore Prior to Implementing the Use of Technology, Online Services, AI-Enabled Tools and Social Media
What are the objectives and outcomes for this project? 
· What are your aims and objectives? 
· What problem, need or opportunity is this tool, system, service or platform intended to address? 
· How will you know the aims and objectives have been achieved? 
· Will the project be learner, parent/carer or staff led? 
· Who will be responsible for overseeing the project? 
· How will you evaluate success, safety and impact? 
· How will the use of the tool be reviewed if concerns, incidents, complaints or changes in guidance arise?

[bookmark: _Toc142034510]If using a communication tool, platform or social media channel
· Who is the intended audience? 
· Have you considered whether the intended audience is likely to engage with this approach? 
· Is this the most appropriate and inclusive way to communicate with the intended audience? 
· Are there safer, setting-managed or education-specific alternatives available? 
· Can comments, messages, tagging, sharing, livestreaming or other interactive features be controlled or restricted? 
· How will communication be monitored, moderated and escalated if concerns arise? 
· How will staff, learners and parents/carers know what is expected of them when using or engaging with the tool or platform?

[bookmark: _Toc142034511]Why use this tool, system, service or platform over traditional methods of communication, administration or learning? 
· What is the most suitable technology, tool, system, service or platform to use for this purpose?
· Are there any setting-provided tools or platforms already available which offer alternative approaches or similar functions? Use of setting-owned or setting-managed tools/platforms should be the default approach where possible, where they meet the intended purpose safely and effectively.
· Is there a clear educational, safeguarding, operational or communication benefit to using this tool?
· Does the proposed use add value, or could it create unnecessary complexity, workload or risk?
· How will you ensure fair access for your targeted audience, for example for those who do not have IT access, cannot use the tool independently, require reasonable adjustments, or do not wish to use AI/social media tools?
· Where AI-enabled tools are being considered, how will you ensure that use supports learning, decision-making or workload reduction without replacing professional judgement, independent thinking or appropriate assessment practice?

[bookmark: _Toc142034512]Are you able to use the tool, system, service or platform in this way?
· Do the terms and conditions, privacy information and available functions allow you to use the tool, system, service or platform for your required purpose?
· Is there a version of the tool, system, service or platform available specifically for the education market? Note: if an educational version is available and deemed appropriate, this would usually be the recommended option.
· If using with learners, is the tool, system, service or platform age appropriate?
· Is there a minimum age requirement?
· Are there any current or forthcoming national requirements which may affect whether the tool or platform is suitable for the intended age group, including requirements relating to children’s access to social media or high-risk online features?
· Do you have parental consent, if necessary?
· Do you have leadership approval or agreement?
· Where the tool includes generative AI or AI-enabled functionality, has the tool’s stated purpose and intended educational use case been clearly identified? The DfE’s AI product safety standards state that generative AI products used in educational settings should clearly state their intended purpose and use cases. Schools and colleges may find the standards helpful when assessing whether AI products are safe for education use.

[bookmark: _Toc142034513]Are there any privacy issues and/or known safeguarding risks? 
· Has the tool, system, service or platform been appropriately evaluated and/or risk assessed to explore and address potential safeguarding, privacy, security and data protection risks?
· If the tool, system, service or platform processes data, has this been discussed with the Data Protection Officer (DPO)?
· If required, has a Data Protection Impact Assessment (DPIA) been completed?
· Has this use been discussed with the Designated Safeguarding Lead (DSL)?
· Are there any known issues with the tool, system, service or platform, for example security risks, privacy concerns, harmful content, weak moderation, inappropriate contact, poor reporting routes or concerns about how children’s data is used? Note: it is recommended that settings check information from recognised and reputable sources.
· Have you explored the tool, system, service or platform’s privacy, safety and control settings?
· Do you know the best option(s) for your needs and requirements?
· Can you restrict access to only your intended audience for all or part of the site, service, system or platform? Note: this is essential if the setting is sharing information with the system that it would not share publicly.
· Does the tool, system, service or platform offer moderation? If so, who will be responsible for moderation on a regular basis?
· Does the tool, system, service or platform offer user tracking, audit trails, logs or reporting functions, if appropriate, to support safeguarding, behaviour expectations and adherence to setting Acceptable Use Policies?
· If activity is monitored or logged, how will users be made aware of this in an appropriate and transparent way?
· Can safeguarding alerts or concerns be routed to an appropriate member of staff, such as the DSL?
· Do you have appropriate permissions or consent for any images, documents, learner work or other content to be shared?
· Have your policies, for example acceptable use, social media, image use, safeguarding, data protection, behaviour, staff conduct, curriculum or assessment policies, been updated to reflect this new use?

If the tool includes generative AI or AI-enabled functionality
· Does the tool include generative AI, AI chat, automated feedback, image or video generation, transcription, analytics, profiling, personalised recommendations, adaptive learning or other AI-enabled features?
· Is the tool intended for staff use, learner use, or both?
· Is the tool age appropriate for the intended users?
· Has the setting checked how prompts, outputs, uploaded content and user data are collected, used, stored and shared?
· Has the setting checked whether personal data, learner work or staff-created content may be used for model training, product development or commercial purposes?
· Does the tool prevent or reduce access to illegal, inappropriate or harmful content?
· Does the tool moderate relevant content formats, for example text, images, audio, video or AI-generated content? The DfE filtering and monitoring standard describes filtering as protecting users from illegal, inappropriate and potentially harmful content in formats including text, images, audio, video and AI-generated content.
· Are prompts, responses or user activity logged, monitored or reported where appropriate?
· Are there suitable safeguards to reduce misuse, unauthorised access or attempts to bypass safety settings?
· Have potential risks relating to inaccurate, misleading or biased outputs been considered?
· Have academic integrity, assessment and independent learning implications been considered?
· Have risks relating to over-reliance, emotional dependency or inappropriate reliance on chatbot-style responses been considered?
· Are there clear routes to report concerns, escalate safety issues or disable the tool if required?
· Is there a clear review process to check whether the tool remains safe, suitable and effective, especially after updates, incidents, complaints or changes in guidance?

[bookmark: _Toc142034514]Can you deliver this idea safely and responsibly?
· Do you have the resources, including people, time, technical support and oversight, to support this activity safely and securely?
· If applicable, are appropriate filtering and monitoring systems in place? Is this documented by the setting?
· How are users made aware of filtering, monitoring, logging or reporting arrangements?
· Does the setting have clear boundaries and expectations about safe, responsible and appropriate online behaviour, and have these been communicated to all those involved?
· Have you updated your setting Acceptable Use Policy (AUP), or created a specific AUP, to reflect this use?
· Has this been communicated to all relevant members of the community?
· If appropriate, does the setting have an up-to-date policy regarding the use of social media, AI-enabled tools or online communication platforms?
· Has this been communicated to all relevant members of the community?
· Have members of the community, as appropriate, received up-to-date information and/or training regarding safe and responsible online behaviour?
· How is this evidenced?
· What will happen if the tool is misused, creates unexpected safeguarding concerns, or no longer appears suitable for the intended purpose?
· Who will review the use of the tool, and when?
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[bookmark: _Toc142034515]Checklist for the Use of Tools, Systems, Services, Platforms and Other Technology
The colour coding and prompts in this checklist is intended to provide an indicative starting point for discussion and decision-making. They should not replace professional judgement or setting-specific risk assessment. 

Settings should consider the purpose of use, intended audience, age and needs of learners, available safeguards, technical controls, data protection requirements and any advice from the DSL, DPO, technical staff or leadership team before making a final decision. A suggested colour does not remove the need for the setting to consider local context, record its rationale and identify any actions required. Where the suggested colour is Amber/Red, settings should decide the final rating based on the level of risk, whether learners are involved, and whether proportionate safeguards can be put in place.

The prompts in the “Further information/discussion” column are intended to support consideration of possible risks and controls. They should not be treated as completed responses and should be replaced with the setting’s own information/discussions. Settings should record their own setting-specific action in the “Action to be taken” column.

Carried out by: (Name and role)
Date: (DD/MM/YYYY)
Reviewed by:
Member of Technical Staff: (Name and role)
Designated Safeguarding Lead: (Name and role)
Data Protection Officer: (Name and role)
Member of Leadership Staff: (Name and role)
Date to be reviewed: (at least annually is recommended)

Summary of Risk Assessment Decision (amend as appropriate)

	Risk
	Staff
	Early Years
	KS1
	KS2
	KS3
	KS4
	16+

	General
	
	
	
	
	
	
	

	Privacy and Data Security 
	
	
	
	
	
	
	

	Data Protection
	
	
	
	
	
	
	

	Generative AI and AI-enabled functionality
	
	
	
	
	
	
	

	Content Suitability 
	
	
	
	
	
	
	

	Communication
	
	
	
	
	
	
	

	Filter/block site?
	Y/N
	Y/N
	Y/N
	Y/N
	Y/N
	Y/N
	Y/N




Key

	
	High risk identified: Unsuitable to use
Significant safeguarding, data protection, privacy, security, age suitability or content risk is identified and cannot currently be managed safely.

	
	Risk Identified: Action is required: May not be suitable – caution
A risk, uncertainty or information gap has been identified. Further checks, advice, controls or approval are required before use.

	
	Limited/managed risk
Relevant risks have been considered, and proportionate safeguards, controls, approvals and review arrangements are in place.



	
	Yes
	No
	Further information/discussion
	Action to be taken 

	General Considerations

	Endorsed, recommended or supported by a recognised authority for education use, or subject to appropriate internal checks
	
	
	If no, consider whether there is sufficient evidence that the tool is suitable for education use.

	

	Service has positive reputation for dealing with concerns and risks 
	
	
	Consider whether concerns, incidents, complaints or safety issues are responded to appropriately by the provider.
	

	SLT approval has been obtained
	
	
	If no, approval should be sought before use.
	

	Use of the site, system, service or platform is documented in setting policies and procedures, if appropriate
	
	
	Consider whether relevant policies need to be updated before use.

	

	Appropriate Acceptable Use Policy is in place, generic and/or specific
	
	
	Consider whether staff, learners, parents/carers or administrators need specific expectations.
	

	Up-to-date online safety training is embedded and in place as appropriate to setting needs
	
	
	Consider whether staff and learners understand safe, responsible and appropriate use.
	

	Parental consent is required and has been provided, if appropriate
	
	
	If consent is required and not given, consider alternative arrangements.
	

	Users can be tracked or identified, where necessary

	
	
	If anonymous or unverified use is possible, consider safeguarding, behaviour and accountability implications.
	

	Mobile device management software is installed or used, if appropriate
	
	
	Consider whether the tool will be accessed via setting-owned, personal or shared devices.
	

	Use is compliant with data protection legislation requirements

	
	
	If personal data is processed, consult the DPO and consider whether a DPIA is required.
	

	Privacy and Security 
For sites/devices that allow learners and/or staff to interact with each other or others

	Registration of users is required

	
	
	Consider what information is required to register and whether this is appropriate.
	

	Anonymous registration is possible
	
	
	If yes, consider safeguarding, behaviour, accountability and moderation implications.
	

	User posts are attributed to real, verified identities
	
	
	If no, consider whether this creates unmanaged safeguarding or behaviour risks.
	

	Service can be administrated or managed by staff, for example staff can verify users
	
	
	If no, consider whether access and behaviour can be safely managed.
	

	Minimum age is suitable for the setting
	
	
	Check the site’s terms and conditions and terms of service. If the tool is not age appropriate, it is likely to be unsuitable for learner use.
	

	Privacy tools are available
	
	
	Consider whether privacy settings can be applied consistently and managed by staff where needed.
	

	Data Security 
Liaise with the Data Protection Officer regarding compliance with data protection legislation 

	Personal data collected: logs data
	
	
	Consider what is collected, why, how long it is retained and who can access it.
	

	Personal data collected: email address
	
	
	Consider whether this is necessary and proportionate.
	

	Personal data collected: personal address or phone numbers
	
	
	Consider whether this creates additional data protection or safeguarding risk.
	

	Personal data collected: IP address
	
	
	Consider whether this is collected, retained or shared.
	

	Personal data collected: cookies, sessional or persistent
	
	
	Consider whether cookies, tracking or profiling are used and whether this is appropriate for the intended users.
	

	Personal data collected or shared with other services, including generative AI tools
	
	
	If yes or unclear, consult the DPO before use.
	

	Generative AI and AI-enabled functionality

	Does the tool include generative AI or AI-enabled features?
	
	
	This should trigger the additional AI checks below. If no, AI-specific checks are unlikely to apply, but the rest of the checklist should still be completed.
	

	Has the tool’s stated purpose and intended educational use case been clearly identified?
	
	
	If no, further information is needed before use.
	

	Has the setting identified whether the tool is intended for staff use, learner use, or both?

	
	
	Learner-facing use is likely to require additional safeguarding, supervision, data protection and curriculum consideration.
	

	Has the supplier provided sufficient information or evidence to support claims about the tool’s educational purpose, safety and effectiveness?
	
	
	The DfE AI product safety standards state that suppliers should not exaggerate the impact or capabilities of their tools, and that claims should be supported by robust and transparent evidence.
	

	Is the tool age appropriate for the intended users?

	
	
	If the tool is not age appropriate, it is likely to be unsuitable for learner use. If unclear, treat as Amber until confirmed.
	

	Has the setting checked how prompts, outputs, uploaded content and user data are collected, used, stored and shared?
	
	
	DPO advice should be sought before use, especially where personal data may be processed.
	

	Has the DPO been consulted and has a DPIA been completed where required?

	
	
	If no, Amber if it is unclear whether a DPIA is required. Red if personal data or high-risk processing is involved and necessary checks have not been completed.
	

	Has the setting confirmed that personal data, learner work or staff-created content will not be used for model training, product development or commercial purposes without an appropriate lawful basis, permission or agreement?
	
	
	If no, Amber if further information is needed. Red if personal or sensitive data may be used without a lawful basis, permission or agreement.
	

	Have intellectual property implications been considered, including staff-created and learner-created work?
	
	
	Consider whether users need guidance about uploading, generating, adapting or reusing content.
	

	Does the tool prevent or reduce access to illegal, inappropriate or harmful content?
	
	
	If no, for learner-facing use, this will be Red. This is likely to be high risk where learners can access or interact with the tool.
	

	Does the tool moderate relevant content formats, for example text, images, audio, video or AI-generated content?
	
	
	If no, Amber if use can be restricted or supervised. Red if learners can access or generate unmoderated harmful content. 
	

	Are prompts, responses or user activity logged, monitored or reported where appropriate?
	
	
	If yes, Green where logging is transparent, proportionate and appropriate. Amber if monitoring is unclear, excessive, not explained to users, or absent where safeguarding risks may arise.
	

	Can safeguarding alerts or concerns be routed to an appropriate member of staff, such as the DSL?
	
	
	If no, Amber if an alternative local reporting route can be put in place. Red if learner-facing use creates safeguarding risk, and no escalation route exists.
	

	Can access, permissions and user roles be managed by the setting?
	
	
	If no, Amber if use can be limited by supervision or account controls. Red if unmanaged access creates significant safeguarding, privacy or security risk.
	

	Are there suitable security controls to reduce misuse, unauthorised access or attempts to bypass safety settings?
	
	
	If no, Amber if further checks or controls are needed. Red if weak security creates significant safeguarding, privacy or system risk.
	

	Are there clear routes to report concerns, escalate safety issues or disable the tool if required?
	
	
	If no, seek further information from the supplier or agree internal escalation arrangements before use.
	

	Have potential risks relating to inaccurate, misleading or biased outputs been considered?
	
	
	Users should be reminded that AI outputs may need to be checked, verified and used with professional judgement.
	

	Have academic integrity, assessment and independent learning implications been considered?
	
	
	Consider whether the tool supports learning or could replace thinking, independent work or assessment expectations.
	

	Have potential risks relating to over-reliance, emotional dependency or inappropriate reliance on chatbot-style responses been considered?
	
	
	Particularly relevant where learners interact directly with AI chatbots or digital assistants. 
	

	Have staff and learners been given clear expectations about safe, responsible and appropriate use?
	
	
	If no, Amber if guidance can be provided before use. Red if learner-facing use is planned and there are no clear expectations, supervision or reporting routes.
	

	Has use of the tool been reflected in relevant policies, for example AUP, safeguarding, behaviour, data protection, curriculum, assessment or staff conduct policies?
	
	
	If no, update relevant policies or procedures before implementation.
	

	Is there a clear review process to check whether the tool remains safe, suitable and effective?
	
	
	Consider reviewing after initial use, following updates, concerns, incidents, complaints or changes in guidance.
	

	Content Suitability - General

	High bandwidth: internet radio/TV
	
	
	Consider the impact on the setting’s network and whether this use is necessary.
	

	High bandwidth: internet telephony
	
	
	Consider capacity, reliability, supervision and recording implications where relevant.
	

	High bandwidth: file sharing
	
	
	Consider data protection, copyright, malware and inappropriate content risks.
	

	High bandwidth: personal storage
	
	
	Consider whether personal storage creates unmanaged data protection, safeguarding or security risks.
	

	High bandwidth: streaming media
	
	
	Consider age suitability, content suitability, copyright and network impact.
	

	Adult material or themes, including images, text, audio or video
	
	
	If present and accessible to learners, this is likely to be high risk and unsuitable for learner use.
	

	User-generated content, for example photos, videos, comments or posts
	
	
	Be aware that user-generated content may not be moderated and may therefore be unsuitable.
	

	Advertising, profiling, personalised recommendations or targeted content
	
	
	Consider whether advertising, tracking, profiling or persuasive design is appropriate for the intended age group and educational purpose. 
	

	Illegal online content as per the Online Safety Act
Note: this does not apply to educational material relating to appropriate educational subjects such as relationships, sex and health education 

	Selling illegal drugs or weapons etc.
	
	
	
	

	Inciting violence
	
	
	
	

	Inciting racially or religiously aggravated public order offences
	
	
	
	

	Terrorism
	
	
	
	

	Child sexual abuse
	
	
	
	

	Sexual exploitation
	
	
	
	

	Intimate image abuse
	
	
	
	

	Extreme pornography
	
	
	
	

	Extreme sexual violence
	
	
	
	

	Fraud
	
	
	
	

	Controlling or coercive behaviour
	
	
	
	

	Promoting or facilitating illegal immigration or people smuggling
	
	
	
	

	Promoting or facilitating suicide
	
	
	
	

	Inappropriate and/or harmful online content 
Note: this does not apply to educational material relating to appropriate educational subjects such as relationships, sex and health education.
The following content is inappropriate but not necessarily illegal. The decision regarding suitability of this content will depend on the intended audience; in all cases if such content is present, it will not be suitable for use with children 

	Gambling
	
	
	Consider age suitability, advertising, financial harm and normalisation risks.
	

	Mis/disinformation
	
	
	Consider whether learners may be exposed to misleading, false or manipulated content without context.  Mis/disinformation could be Amber where it is being used in a controlled, age-appropriate media literacy or curriculum context.
	

	Hate speech or discrimination
	
	
	If accessible, this is likely to be unsuitable for learner use unless addressed within a planned, age-appropriate educational context.
	

	Pornography
	
	
	If accessible, this is likely to be high risk and unsuitable for learner use.
	

	Content that promotes self-harm or eating disorders
	
	
	If accessible, this is likely to be high risk and unsuitable for learner use.
	

	Piracy and copyright theft
	
	
	Consider copyright, legal and ethical implications.
	

	Violence against women and girls
	
	
	If accessible, consider safeguarding, equality and age suitability risks.
	

	Dating
	
	
	Consider age suitability, contact risks and whether the tool is appropriate for education use.
	

	Harmful content, including content that is bullying, abusive or hateful; depicts or encourages serious violence or injury; or encourages dangerous stunts and challenges, including ingestion, inhalation or exposure to harmful substances
	
	
	If accessible, this may be high risk. Consider moderation, filtering, reporting and whether the tool is suitable for learner use.
	

	Communication (if appropriate)

	Moderated by an appropriate member of staff
	
	
	Consider who will moderate, how often, and how concerns will be escalated. 
	

	Staff admin controls are available
	
	
	If no, consider whether the communication space can be safely managed.
	

	Age banding or age-appropriate tools are provided
	
	
	If no, consider whether the tool is suitable for the intended age group.
	

	Communication between learners is possible
	
	
	If yes, consider supervision, moderation, behaviour expectations and reporting routes.
	

	Communication with others outside the setting is possible
	
	
	If yes, consider contact risk, privacy, moderation, reporting and suitability.
	

	Learner/staff communication is allowed
	
	
	If yes, ensure clear professional boundaries, recording expectations and communication policies are in place.
	

	Unverified users are present
	
	
	If yes, consider whether this creates contact, safeguarding or accountability risks.
	

	Other 

	Any other known safeguarding, privacy, security, equality, accessibility, reputational, legal or operational risks have been considered
	
	
	Use this section to record risks not already captured above.
	

	Any additional advice has been sought, where required
	
	
	This may include advice from the DSL, DPO, technical staff, leadership, legal services, the local authority or the provider.
	

	Final decision has been recorded, including rationale and any conditions for use
	
	
	Record whether the tool is approved, approved with conditions, paused pending further checks, or unsuitable.
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Consideration Form for the Use of Official Social Network Channels
Social Network considered: _____________________________    Date: _____________

Member of Staff: ______________________ Role: _____________________

Intended audience:
☐ Learners
☐ Parents/carers
☐ Staff
☐ Wider community
☐ Other: _____________________________

What are the reasons for using Social Networking?
Use this section to record the purpose, intended audience, anticipated benefits, and why this approach is being considered.

Settings should consider whether the proposed use is necessary, proportionate and appropriate for the intended audience. Where possible, setting-owned or setting-managed communication channels should be considered before using public social media platforms.

What should you do? As appropriate to the audience and intended use
	Consider alternatives, for example private/secure networks, existing learning platforms, the setting website, parent communication systems or other setting-managed channels.	
	

	Discuss intentions with the leadership team and/or line manager.	
	

	Consider whether the platform is appropriate for the intended age group and audience.
	

	Check the platform’s terms and conditions, age requirements, privacy settings and reporting tools.
	

	Consider current and forthcoming national requirements relating to children’s access to social media and high-risk features. 
	

	Check whether the platform includes AI-enabled features, such as personalised feeds, recommendation tools, automated moderation, generative AI, filters or chatbot-style functions.
	

	Survey or consult the intended audience, where appropriate.
	

	Inform parents/carers of the use of the platform, where appropriate.
	

	Brief staff to raise awareness of online safety, privacy, professionalism and reputational considerations.
	

	Brief learners to raise awareness and understanding around safe, respectful and responsible online behaviour, including information sharing, privacy, reporting concerns and seeking help.
	

	Update relevant policies, for example social media, acceptable use, image use, safeguarding and child protection, behaviour, data protection, staff conduct and communications policies.
	

	Agree and display acceptable use expectations for the use of the site, including specific expectations for account administrators and users.
	

	Share posters, instructions or guidance to help users understand the agreed rules and reporting routes.
	

	Agree who will monitor and moderate the account, how often this will happen, and how concerns will be escalated.
	

	Record the final decision, rationale and any conditions for use.
	


The suggested actions and controls in this section are prompts to support discussion and decision-making. They are not exhaustive and should not be treated as a completed risk assessment. Settings should consider the specific platform, intended audience, age and needs of learners, available settings and safeguards, local policies, staffing capacity and any advice from the DSL, DPO, technical staff or leadership team before recording their own setting-specific actions.
	[bookmark: _Toc142034517]Potential Hazard

	Possible controls to consider
	Ensure that learners/parents/staff know….
	Action to be taken

	Online bullying, harassment or abusive behaviour involving learners, staff, parents/carers or other members of the community
	Set clear expectations for behaviour. Ensure comments, messages and tagging are managed or restricted where possible. Monitor and moderate content. Follow the setting’s safeguarding, behaviour and anti-bullying procedures where concerns arise.
	...what to do if they feel they are being bullied or harassed online, or if they see this happening to someone else. 

...how to report concerns. 

...the setting’s behaviour, anti-bullying and safeguarding expectations.
	

	Contact from unknown or unverified users
	Check whether the platform allows direct messaging, comments, tagging, followers, friend requests or contact from unknown users. Restrict or disable these functions where possible. Consider whether the platform is suitable if contact cannot be managed safely.
	...not to respond to unknown or suspicious contact. 

...how to use privacy and blocking settings. 

...how to report suspicious, harmful or inappropriate contact.
	

	Personal information being made public accidentally or deliberately

	Review privacy settings before use. Limit what information is shared. Avoid sharing personal, confidential or unnecessary information. Ensure staff understand confidentiality and data protection expectations.
	...that information shared online may be copied, shared, saved or viewed more widely than intended. 

...the risks of sharing personal details, locations, images, comments or identifying information. 

...the setting’s expectations around confidentiality and data protection.
	

	Privacy and data protection

	Review the platform’s privacy information, data collection, data sharing, tracking, advertising and account deletion options. Seek DPO advice where personal data is processed or shared. Consider whether a DPIA is required.
	...that social media platforms may collect, use or share data. 

...that deleting content does not always remove all traces or copies. 

...who to speak to if they have a concern about privacy or data use.
	

	Images, videos, tagging and sharing
	Check image consent and permissions before posting. Disable or restrict tagging where possible. Avoid posting content that could identify learners unnecessarily or create safeguarding, privacy or reputational risks.
	...that images and videos may be copied, shared or saved by others. 

...that tagging can increase visibility and may lead to identification or unwanted contact. 

...that images or videos should not be shared without permission.
	

	Age limits and suitability
	Check the platform’s minimum age requirements and terms of use. Do not use platforms with learners who are under the minimum age requirement. Consider whether the platform is appropriate for the age, stage of development and needs of the intended audience.
	...they should only use platforms that are appropriate for their age. 

...why age limits exist. 

...how to report accounts or use that appears to breach platform rules.
	

	High-risk features, such as livestreaming, direct messaging, public comments, personalised feeds, autoplay or contact from strangers
	Check whether these features can be disabled, restricted or safely managed. Consider whether the platform is suitable if high-risk features cannot be controlled.
	...which features are permitted or not permitted. 

...how to disengage from unwanted contact or content. 

...how to report concerns quickly.
	

	Misinformation, disinformation, scams, harmful trends or persuasive content
	Consider how content will be checked before sharing. Avoid amplifying unreliable or harmful content. Provide age-appropriate education about evaluating online information, persuasion, manipulation and scams.
	...that not everything online is accurate or reliable. 

...how to check information before sharing it. 

...how to report scams, misleading content or harmful online trends.
	

	Financial risks, paid services or advertising
	Check whether the platform includes paid features, advertising, fundraising, shopping, subscriptions, in-app purchases or payment links. Consider whether these are appropriate for the intended audience.
	...that some online services may encourage spending or link to paid content. 

...not to enter payment details or make purchases without appropriate adult involvement.
	

	AI-enabled features
	Check whether the platform includes AI-enabled features and whether these can be disabled, restricted or managed. Review privacy information, age suitability, content controls, reporting routes, moderation and whether the platform is appropriate for the intended audience.
	...that online content, recommendations or chatbot-style responses may not always be accurate, appropriate or safe. 

...how to report harmful, misleading or concerning content or interactions. 

...not to share personal, confidential or sensitive information with AI-enabled tools or chatbot-style functions.
	

	Behaviour of community members
	Make expectations clear. Moderate comments or interactions. Where possible, restrict who can post, comment, tag or message. Follow setting policies where behaviour breaches expectations.
	...that the same standards of behaviour apply online and offline. 

...what action may be taken if behaviour breaches setting policies. 

...where to find platform help, reporting tools and setting support.
	

	Staff professionalism, boundaries and workload
	Clarify who can post, reply, moderate and access the account. Use setting-managed accounts rather than personal accounts. Agree response times, escalation routes and record-keeping expectations.
	...which accounts are official setting accounts. 

...that staff should follow setting communication and conduct expectations. 

...how concerns or complaints should be raised.
	

	Reputational risk or public complaints
	Agree an approval process for posts. Consider how comments, complaints, misinformation or negative publicity will be managed. Escalate concerns to leadership where appropriate.
	...how the setting will manage public comments or concerns. 

...that official accounts should be used professionally and consistently.
	

	Other issues
	Record any additional risks or controls not already captured above.
	Record any additional information that learners, parents/carers or staff need to know.
	



Decision and justification
Decision:
☐ Approved
☐ Approved with conditions
☐ Further action required before use
☐ Not approved / unsuitable to use

Rationale for decision: 
Rationale should reference the platform, intended audience, safeguards, residual risks and any conditions for use.

Conditions for use, if applicable:



Review date: _____________________________
Approved by: _____________________________
Member of leadership team: _____________________________

Role: _____________________________
Date: _____________________________
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	Assessed by (name/role)
	Checked / Validated by (Name/role)
	Tool, system, service or platform being assessed
	Target audience
	Review date

	
	
	
	
	
	

	Purpose/Aims:
	Record the curriculum, communication, safeguarding, administrative or operational purpose for using the tool, system, service or platform. Include the justification for use, intended aims and expected outcomes.

	Context:
	For example:
· Required for/by specific subjects, curriculum areas, syllabus requirements or setting activities.
· Who requires access, for example staff only, learners, parents/carers, all learners, specific groups or individuals.
· Whether the tool, system, service or platform includes communication, social media, AI-enabled or generative AI functionality.
· Time limits, for example one-off lesson, short-term project, term/scheme of work or ongoing use.
· If appropriate, classroom management approaches, for example supervision, moderation, learner education and expectations for safe and responsible use.
· Any reasonable adjustments, alternative arrangements or additional safeguards needed for specific learners or groups.

	What are the hazards?
	Who might be harmed and how?
	What are you already doing to control the risks?
	What further action do you need to take to control the risks?
	Who needs to carry out the action?
	When is the action needed by?
	Date Completed

	
	
	
	
	
	
	


Risk Assessment for the Use of Tools, Systems and Technology - Template One


	Date:

	Assessed by:

	Checked / Validated by: 
	Tool/system/service/platform/technology:
	Audience:
	Review date:

	
	
	
	
	
	

	Purpose/Aims:  Record the purpose, justification, intended audience and expected outcomes for using the tool, system, service, platform or technology. This may include curriculum, communication, safeguarding, administrative, operational or accessibility aims.


	Outcomes: Record the intended outcomes and how the setting will know whether the use has been safe, effective and appropriate.


	Other relevant details:
For example:
· Required for/by specific subjects, curriculum areas, syllabus requirements or setting activities.
· Who requires access, for example staff only, learners, parents/carers, all learners, specific groups or individuals.
· Whether the tool includes communication, social media, AI-enabled or generative AI functionality.
· Time limits, for example one-off lesson, short-term project, term/scheme of work or ongoing use.
· If appropriate, classroom management approaches, for example supervision, moderation and education of users.
· Any reasonable adjustments, alternative arrangements or additional safeguards needed for specific learners or groups.
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The considerations provided below are prompts only. Settings should record the specific risks, existing controls and actions relevant to the tool, system, service or platform being assessed.

	Hazard
	Considerations
	Specific risks identified
	Who might be harmed and how
	Risk rating
	Existing measures to control risk
	Result and action to be taken

	Privacy and Terms

	Privacy policy
	Is the privacy policy clear, accessible and appropriate for the intended users? Does it explain how information is collected, used, stored, shared and deleted?
	
	
	
	
	

	Data protection requirements
	Consider management, storage, retention, sharing and deletion of personal data. Has the DPO been consulted and is a DPIA required?
	
	
	
	
	

	Age restrictions, if aimed at learners
	Does the tool have a minimum age requirement? Is it suitable for the intended age, stage of development and needs of learners?
	
	


	
	
	

	Parental consent, if appropriate
	Is consent required for the intended use? If so, how will this be obtained, recorded and reviewed?
	
	
	
	
	

	Content ownership and intellectual property
	Who owns content uploaded, created, generated or shared using the tool? Are there implications for staff-created or learner-created work?
	
	
	
	
	

	Terms of use
	Do the terms allow the setting to use the tool in the proposed way? Are there restrictions on educational, learner-facing, commercial or public use?
	
	
	
	
	

	Use of data for profiling, analytics, advertising or service improvement
	Does the tool use data for profiling, analytics, advertising, personalised recommendations, product development or similar purposes?
	
	
	
	
	

	Use of personal data, learner work or staff-created content for AI model training or product development
	Is it clear whether prompts, uploads, learner work, staff-created content or personal data may be used for model training, product development or commercial purposes?
	
	
	
	
	

	Site, Tool or Platform Functionality 

	Membership or access verification
	Are there unverified users? Can the setting control who has access?
	
	
	
	
	

	Privacy settings
	Can privacy settings be managed, restricted or secured by the setting?
	
	
	
	
	

	Privacy settings of users
	Are users able to control their own privacy settings? Do they understand how to do this?
	
	

	
	
	

	Messenger tools/functions
	Does the tool allow direct messaging, private chat, group chat or contact with others? Can this be disabled, restricted or monitored?
	
	
	
	
	


	Collaborative tools
	Does the tool allow collaborative editing, file sharing, commenting or shared workspaces? Can these be safely managed?
	
	
	
	
	

	Social media functionality
	Does the tool include public profiles, followers, comments, likes, tagging, sharing, livestreaming, personalised feeds or similar functions?
	
	
	
	
	

	AI-enabled or generative AI functionality
	Does the tool include generative AI, AI chat, automated feedback, image/video generation, transcription, analytics, profiling, personalised recommendations or chatbot-style functions? 
	
	
	
	
	

	Access, permissions and user roles
	Can different access levels be set for staff, learners, administrators, parents/carers or specific groups?
	
	
	
	
	

	Security controls
	Are there suitable controls to reduce misuse, unauthorised access, account compromise or attempts to bypass safety settings?
	
	
	
	
	

	Content Management and Suitability 

	File uploads
	Can users upload files, images, audio, videos or documents? How will inappropriate, harmful, confidential or copyrighted content be managed?
	
	

	
	
	

	Search options
	Can users search the wider internet or external sources? Are search results filtered or age appropriate?
	
	
	
	
	

	Advertisements, profiling or personalised recommendations
	Does the tool include advertising, tracking, profiling, personalised recommendations or persuasive design? Is this appropriate for the intended users?
	
	
	
	
	

	Inappropriate content
	Could users access or generate content that is unsuitable for the intended audience? Consider text, images, audio, video and AI-generated content. 
	
	
	
	
	

	Illegal content
	Could users access, generate, upload or share illegal content? How would this be prevented, reported and escalated?
	
	
	
	
	

	User-generated content
	Does the tool allow users to create, upload, share or comment on content? Is this moderated?
	
	
	
	
	

	Moderation of site/content
	Is moderation provided by the platform, the setting, or both? Is it proactive, reactive, automated or manual?
	
	
	
	
	

	Accuracy, bias or misleading outputs
	Could the tool present inaccurate, misleading, biased or inappropriate information, including AI-generated outputs? How will users be taught to check and verify information?
	
	
	
	
	

	Academic integrity and independent learning
	Could use of the tool affect assessment, independent work, plagiarism, cognitive offloading or learner development?
	
	
	
	
	

	Safety and support

	Functions for reporting abuse, harmful content or concerns
	Are reporting routes clear, accessible and appropriate for the intended users?
	
	
	
	
	

	Safeguarding alerts or escalation routes
	Can concerns, alerts or harmful interactions be routed to an appropriate member of staff, such as the DSL? 
	
	
	
	
	

	Deleting and controlling accounts
	Can accounts be deleted, suspended, restricted or recovered? Who has authority to do this?
	
	
	
	
	

	Confidentiality
	Could confidential, sensitive or safeguarding information be disclosed, uploaded, shared or inferred?
	
	
	


	
	

	Online bullying or harassment
	Could the tool enable bullying, harassment, abusive behaviour, public comments, tagging, unwanted contact or reputational harm?
	
	
	
	
	

	Contact from unknown or unverified users
	Can learners, staff or families be contacted by people outside the setting? Can this be restricted or monitored?
	
	
	
	
	

	Over-reliance or inappropriate reliance on automated or chatbot-style responses
	Could learners rely too heavily on chatbot-style responses, automated feedback or AI-generated support? Consider wellbeing, independence and safeguarding implications. 
	
	
	
	
	

	Reputational risk/damage
	Could use of the tool create reputational risk for the setting, staff, learners or families?
	
	
	
	
	

	Up-to-date setting policies
	Are relevant policies up to date, for example acceptable use, safeguarding, behaviour, data protection, social media, image use, staff conduct, curriculum or assessment policies?
	
	
	
	
	

	Up-to-date training for those involved
	Have staff, learners and/or parents/carers received appropriate information, guidance or training before use?
	
	
	
	
	

	Other

	Known security, privacy, safeguarding or suitability concerns
	Are there any known concerns from recognised or reputable sources, the provider, the local authority, sector bodies or previous use?
	
	
	
	
	

	Inclusion, accessibility and reasonable adjustments
	Are there accessibility barriers, inclusion concerns or reasonable adjustments needed for specific learners or users?
	
	
	
	
	

	Review arrangements
	How often will the use of the tool be reviewed? What will trigger an earlier review, for example updates, incidents, concerns, complaints or changes in guidance?
	
	
	
	
	

	Additional risks not captured above
	Record any additional safeguarding, privacy, security, equality, legal, operational, curriculum or reputational risks.
	
	
	
	
	












Action Plan 

Use this section to record any actions required before the tool, system, service or platform is used, or to document any conditions, controls or review actions needed to manage identified risks.

	Risk Identified
	Action required / control measure
	Person responsible
	Deadline / date action needed by
	Date completed
	Outcome / review notes
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