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NFIB Disclaimer: While every effort is made to ensure the accuracy of the information or material contained in this alert, it is provided in good
faith on the basis that the Commissioner, the City of London Police and its police officers and staff accept no responsibility for the veracity or
accuracy of the information or material provided and accept no liability for any loss, damage, cost or expense of whatever kind arising directly
or indirectly from or in connection with the use by any person, whomsoever, of any information or material herein. The quality of the
information and material contained in this document is only as good as the information and materials supplied to the City of London Police.
Should you or your police force hold information, which corroborates, enhances or matches or contradicts or casts doubt upon any content
published in this Alert, please contact the City of London Police NFIB by return.

Any use of the information or other material contained in this document by you signifies agreement by you to these conditions.

i\ g " CITY‘” LONDON To help you to prevent fraud and/or obtain details of our available courses, please
P O L I C E contact the City of London Police Economic Crime Academy via our website
%‘~")'&,.L,.' http://academy.cityoflondon.police.uk, or you can view our latest prospectus on
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The National Fraud Intelligence Bureau (NFIB) has seen an increase in recent weeks in the volume of CEO Fraud reports
whereby schools are the targeted victim. This has resulted in substantial financial losses for several schools that have
fallen victim to this type of fraud.

ALERT CONTENT

A school is targeted by a fraudster who purports to be the Head Teacher / Principal. The fraudster contacts a member
of staff with responsibility for authorising financial transfers and requests for a one off, often urgent, bank transfer to
be made. The amounts requested have been between £8,000 and £10,000.

Contact is made by email and from a spoofed / similar email address to the one the Head Teacher / Principal would
use.

PROTECTION / PREVENTION ADVICE

e Ensure that you have robust processes in place to verify and corroborate all requests to change any supplier or
payment details. Get in touch with the supplier (or internal colleague) directly, using contact details you know to
be correct, to confirm that a request you have received is legitimate.

e All employees should be aware of these procedures and encouraged to challenge requests they think may be
suspicious, particularly urgent sounding requests from senior employees.

e Sensitive information you post publicly, or dispose of incorrectly, can be used by fraudsters to perpetrate fraud
against you. The more information they have about you, the more convincingly they can purport to be one of
your legitimate suppliers or employees. Always shred confidential documents before throwing them away.

e Email addresses can be spoofed to appear as though an email is from someone you know. If an email is
unexpected or unusual, then don’t click on the links or open the attachments. Staff should not be allowed to
check emails from administrator accounts.

FEEDBACK

The NFIB needs feedback from our readers to evaluate the quality of our products and to inform our priorities. Please
would you complete the following NFIB feedback survey through: https://www.surveymonkey.com/r/FeedbackSDU.
This should take you no more than 2 minutes to complete. If you have other feedback or additional information that
you would prefer to provide by email please send to NFIBfeedback@cityoflondon.pnn.police.uk.
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Handling Instructions

This report may be circulated in accordance with the protective security marking shown below and caveats included
within the report. The information contained in this report is supplied by the City of London Police in confidence and
may not be shared other than with the agreed readership/handling code without prior reference to the City of London
Police. Onward disclosure without prior authority may be unlawful, for example, under the Data Protection Act 1998.

The cover sheets must not be detached from the report to which they refer.

Protective Marking: NOT PROTECTIVELY MARKED
FOIA Exemption: No

Suitable for Publication Scheme: No

Version: V1.0

G:\OPERATIONAL\FRAUD DESK\Action Fraud Crimes\Banking &

Storage File Location: Corporate Desk\Alerts\MO Alerts\CEO Alert Schools V2.2

Purpose: Fraud Alert
Owner: NFIB Management
Author: 105542pP

Review By: 100182R / 74545N

3|Page

NOT PROTECTIVELY MARKED

NOT PROTECTIVELY MARKED



