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Online Safety: Best Practice Guidance for Hub Leaders
Online safety is an integral part of schools’ safeguarding responsibilities; managing online safety requires strategic oversight and ownership to protect all members of hub communities online. 
Hub schools should recognise that learners and staff from other schools may be used to following different policies and procedures, different infrastructures and have received different levels of training. Hub Leadership Teams and DSLs should review existing measures, following a discussion with original schools, to ensure they can address specific needs and requirements.
Additional Support

· Online safety advice for leaders and DSLs in Kent Hubs can be accessed via the Education Safeguarding Service.
· AUPs, social media and mobile technology policy templates for Hubs to adapt can be found at: www.kelsi.org.uk/child-protection-and-safeguarding/e-safety 
· Best practice advice on safe remote learning can be accessed at: www.theeducationpeople.org/blog/safer-remote-learning-during-covid-19-information-for-school-leaders-and-dsls/ 

Policies and Procedures

Hub schools should:
· Update Hub policies to incorporate online safety expectations for staff and learners from other schools; this should address the range of learner ages and abilities.
· These policies include, but are not limited to child protection, acceptable use of technology (as part of the code of conduct/behaviour policy), social media and mobile technology.
· Updated policies should be shared with all staff and learners, as appropriate. 
· Ensure the Hub school’s Designated Safeguarding Lead (DSL) is identified as the named point of contact for online safety concerns.
· Ensure that online safety concerns and actions taken by the hub are be recorded in accordance with the hub’s child protection mechanisms.  
Hub Policies should:
· Highlight how learners and staff should report online safety concerns, both internally and externally.
· Identify action that may be taken for any misuse of systems or technology, for example withdrawal of or restrictions to IT access.
· Include any specific hub expectations relating to the use of staff and learner owned mobile devices whilst on site.
Recommendations for hub school lead DSLs:
· If original school DSL will not be attending the hub school with learners, the hub DSL should contact them to discuss any safeguarding concerns, including online safety, previously experienced.
· The Hub DSL should share any online safety concerns, as appropriate and necessary, with learners’ original school DSL and the Hub management/leadership team. 
· The Hub DSL should agree a process by which they can contact DSLs if new or additional concerns occur. 
· Hub DSLs may request electronic copies of other schools’ policies and procedures to identify overlaps and/or gaps. 
Infrastructure and Technology

If access to Hub IT systems, including internet/Wi-Fi access or devices, is provided, Hub schools should:
· Review current filtering and monitoring provision to ensure that appropriate systems are implemented for new learners, considering the age and ability of learners, and any devices/systems being used.
· Appropriate filtering and monitoring systems are required in line with 'Keeping children safe in education' (KCSIE) 2019 and will apply to Hub provided or managed IT systems, such as internet access, Wi-Fi networks or devices. 
· Hub leaders should access the UK Safer Internet Centres ‘appropriate filtering and monitoring’ for further guidance.
· Capture leadership decisions regarded any changes to filtering and/or monitoring systems.
· Ensure procedures for reporting concerns and/or filtering breaches are clearly communicated to all staff and learners.
· Explain how Hub IT systems are monitored in accordance with data protection, privacy and human rights legislation, to ensure policy compliance and the safety of learners and staff.
· Require learners and staff using Hub devices or networks take appropriate steps to protect systems from accidental or deliberate misuse, which could put the safety and security of IT services at risk. 
· [bookmark: _GoBack]This could include implementing a robust password policy, individual logins (for all but the youngest of users or those with ), enforcing automatic screen locks etc.
Hub leaders should:
· Ensure any technology used on site takes place in accordance with current data protection and information governance legislation; seek advice from the Hub school Data Protection Officer (DPO) and Hub IT service providers if required. 
· Hub leaders/DSLs may discuss expectations with original schools, for example, do their staff practice safe remote learning? 
· Leaders may find it helpful to access the safer remote learning best practice guidance.
· Clearly communicate Hub decisions relating to use of personal devices, including personal mobile phones, to learners, staff and parents/carers.
· It may not be realistic or achievable to totally ban personal devices for learners and/or staff; decisions are likely to vary based on the age and ability of learners and supervision level agreed with staff from original schools. 
· For example, Hub schools may opt to restrict access to person mobile phones or other devices during the school day or during formal learning times unless explicit permission has been given by the Hub DSL or headteacher in emergency circumstances. 
· Hubs should keep decisions under review and communicate any changes to learners, staff and parents/carers, as and when they occur.
Hub leaders and DSLs should request that:
· Appropriate risk assessments are undertaken by all staff to ensure the use of technology and web systems on site are safe, legal and appropriate.
· Appropriate classroom management is implemented by all staff when learners are on site. This may include implementing appropriate supervision for learners according to age and ability of learners, and requesting staff direct learners to age/ability appropriate resources and pre-check search results etc.
Education and Training

Hub schools should:
· Ensure that online safety expectations, including professional/personal use of technology and reporting concerns, is clearly communicated to all staff as part of induction to the Hub and that updates are provided as necessary.
· Make all staff aware of the importance of following their original schools acceptable use policy as outlined in the school code of conduct/behaviour policy, as well as any additional requirements made by the Hub school. 
· Encourage all staff to promote the responsible use of technology and empower learners, at a level that is suitable to their age and ability, to keep themselves and others safe online.
· Due to the increased likelihood of learners mixing with different age groups, it’s important all staff provide explicit advice to their learners regarding safe and appropriate behaviour online, including any use of social media. 
Standards and Inspection

Hub schools should:
· Ensure that any reported online safety concerns are reviewed by the Hub DSL and leadership team to inform and improve future areas of learning, training and policy development.
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